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Introduction

Chairman Barr, Ranking M ember M oore, and members of the committee, thank you for the opportunity to
testify on thisimportant subject.

Whilethe opennessof U.S markets and science and technology (S& T) system iscentral to economic and
national security, it isalso athreat to those sameinterests. Chinain particular has benefited from accessto
U.S. universities, companies, and markets, and the diffusion of technologies and knowledge from the United
States and other advanced economies has played arolein the acceleration of the modernization of the
People’'sLiberation Army.

The Counal on Foregn Raationstakesno ingitutional postionson policy issiesand hasno affiliation with the U.S government. All Satementsof fact and
expressonsof opinion contained heran arethe oleresponsbility of theauthor.



Thechallenge for policy makers is twofold. First, China’s strategy to develop, acquire, and diffuse
technology for economic and security interests is multifaceted involving investments in research and
development, industrial policy, protection of intellectual property, talent development, and foreign
acquisitions. The U.S. response therefore must be similarly broad. Any policy, say reform of the Committee
on Foreign Investment in the United States (CFIUS) or export control laws, is necessary but not sufficient,
and the United State must also address Chinese techno-nationalism more broadly.

Second, policy makers must adopt measures to block the flow of critical technologies to potential
adversaries while not inflicting self-harm. While there are tight links between economic and national
security, policies should be narrowly focused on preventing the acquisition of technologies that would
threaten the U.S. military edge, not broader economic competitiveness writ large. This is made more
difficult by three factors: globalization of science and technology; the tight integration of the U.S. and
Chinese S&T systems; and the dual-use nature of many frontier technologies, especially artificial
intelligence (Al).

China’'sscience and technology strategy

TheUnited Statesisstill theworld leader in science and technology, but othersareincreasing their
capabilitiesrapidly. A report from the UK Royal Society describesthe situation asan “increasingly
multipolar scientificworld, in which thedistribution of scientific activity isconcentrated in anumber of
widely dispersed hubs.”? Middle income countries—including India, Brazil, and China—have expanded
their expenditures on R&D, increasing their contribution to world R&D spending from 40.8 percent in
2007 to 47.3 percent in 2013.2

China’s goals in science and technology are particularly noteworthy. The 2006 National Medium- and
Long-Term Plan for the Development of Science and Technology states China’s goal of becoming an
“innovative nation” by 2020 and a “global scientific power” by 2050.3 Beijing sees technological innovation
as central to ensuring that China does not remain the factory of the world and moves up the value chain—
that it shifts from “made in China” to “invented in China.” Chinese policy makers also have a long history of
techno-nationalism and want to reduce their technological dependence on advanced economies, especially
the United States and Japan. In addition, the Chinese leadership sees a tight link between technological and
military strength. In an address to military delegates at the March 2017 meeting of the People’s Congress,
President Xi Jinping noted that science and technology were “key to military upgrading” and called for “a
greater sense of urgency to push for science and technology innovation.”4

China’sinvestment in R&D has grown by 20 percent a year since 1999.5 R&D spending is now
approximately $233 billion, 2.1 percent of GDP, and 20 percent of total world R&D expenditure.6 Chinais
also now the world’s largest producer of undergraduates with science and engineering degrees, and Chinese
scientists are writing a large number of scientific papers, a growing number of which are well-cited. In 1996,
the United States published more than ten times as many scientific research papers as China. Chinais now
the second largest producer of scientific papers after the United States, and has shown large gains in
computer science, engineering, and Al. Ethnic Chinese authors, for example, account for 43 percent of the
top 100 Al journals and conferences.”




Science and technology is front and center in the 13t Five-Year Plan (2016-2020). Science and technology
development is discussed first in the plan and for longer than any other subject.® This broad plan is being
fleshed out through industrial policies designed to raise China’s innovation capabilities, three of the most
important being: an attempt to build an indigenous semiconductor industry; “Made in China 2025”; and the
“Next-Generation Artificial Intelligence Development Plan.” All are strategic initiatives aimed at facilitating
China’s dominance in various high-tech spaces.

China’s 2014 “IC Promotion Guidelines” involves new backing for semiconductors, with reported
investments between $100 and $150 billion in public and private funds. The goal is to close the gap with
other countries in the design, fabrication and packaging of chips of all types by 2030; to have Chines firms
produce 70 percent of the chips consumed by Chinese industry; and to end dependence on foreign supplies.
Policy makers have likened Chinese dependence on foreign chips to its need for foreign oil; Chinaimported
$228 billion of integrated circuits in 2016. The government provides capital subsidies to domestic firms,
and to foreign firms who locate in China, as well as encourages domestic consumers to purchase only from
Chinese suppliers.

“Made in China 2025 sets out ambitious targets for upgrading China’s aging manufacturing base through
smart manufacturing. This includes integrating automation, smart sensors, and Internet of Things (10T)
devices into Chinese industry. Borrowing from Germany’s ‘Industry 4.0,” China sees an opportunity to use
industrial policies to dominate high value-added industrial sectors like aviation, integrated circuits, next-
generation information technology, robotics, new energy vehicles, and biopharmaceuticals. The plan offers
low-interest loans from state-owned investment funds and development banks; assistance in buying foreign
competitors; and extensive research subsidies.®

China’s “Next-Generation Artificial Intelligence Development Plan” provides a roadmap for Chinato
dominate the emerging artificial intelligence space and encourage broad adoption of Al across the economy
and society. China currently trails the U.S. in terms of producing top-rated Al research and patents. But
Chinahas at least three advantages: huge data sets; a permissive regulatory environment with very little
concern for privacy; and significant government support and investment.

The Next-Generation Artificial Intelligence Development Plan” aims to turn China’s Al industry into a
“world leader’worth RMB 400 billion ($60 billion) by 2025 and a ‘premier innovation center’worth RMB
1 trillion by 2030 ($150 billion). So far, China’s Ministry of Science and Technology has established an Al
advisory committee with a mix of state scientists and private sector leaders and has enlisted China’s largest
tech companies to join an ‘Al national team’and build “open innovation platforms” for several applications
of AL.10 Cooperation with private companies is a prominent part of China’s Al push, with several Chinese
companies designated as national champions to close the gap between China and the U.S. In February2017,
the National Development and Reform Commission commissioned Baidu to build a national laboratory for
deep learning in partnership with two Chinese universities.1!

Inward investment regime

Accessto the Chinese market has often been predicated on thetransfer of technologies. Foreign firmsare
often pressured to license technology to Chinese partnersor establish R& D centerswithin China. General
Motors, for example, wasreportedly precluded from receiving purchase subsidiesfor the Volt, itselectric




hybrid car, until it transferred engineering knowledge from its three main technologies (electric motors,
complex electronic controls, and power storage devices) to a joint venture with a Chinese automaker.12 In
April 2010, Beijing ordered high-tech companies to turn over the encryption codes to their smart cards,
Internet routers, and other technology products in order to be included in the government procurement
catalog. 13 Firms are also often forced into joint ventures, frequently with state-owned actors. These
partnerships regularly result in inadvertent technology transfer as engineers and managers work together,
or more directly from the outright theft of intellectual property.

China’s longstanding willingness to turn a blind eye to intellectual property theft has also resulted in
widespread technology transfer. The problem has been especially prominent in software, where Microsoft
estimates that 95 percent of its Office software and 80 percent of Windows operating system operating in
Chinaare pirated. 80 percent of Chinese government agencies are suspected of running illegal copies of
Microsoft and other foreign software. 14 While the enforcement of IP law has recently improved, over the
long term Chinese firms benefited from not having to invest in their own R&D and not paying licensing or
royalty fees.

Foreign acquisitions

While China'sinnovation strategy emphasizes“indigenousinnovation”, it also encourages Chinese
companiesto acquire coretechnologies and know-how abroad asameans of catching up or leapfroggingthe
competition. Thereareanumber of channels, both legal and illegal, for Beijing to acquire new technology.

Foreign purchases have played alargerolein the semiconductor strategy. Chineseinvestment in the United
Statesin 2016 was $45.6 billion, and Chinesefirms have, accordingto estimatesfrom the Rhodium Group,
made about $34 billion in bidsfor U.S. semiconductor companiessince 2015.15 Tsinghua Unigroup
emerged from relative obscurity to purchasetwo Chinesefirmsfor $2.6 billion. It bought a51 percent stake
in H3C, aHongKong subsidiary of Hewlett-Packard that makes data-networking equipment, for $2.3
billion. Bidsfor Micron, abig American maker of DRAM (type memory chipsused to store dataon desktop
computersand servers), SK Hynix, aSouth Korean DRAM manufacturer, and Western Digital failed
because of political opposition.1¢ Other Chinese entities have also faced political opposition. In 2016,
CFIUSregjected the sale of Aixtron SE of Germany to China's Fujian Grand Chip Investment Fund. In
September 2017, President Trump blocked Canyon Bridge Capital PartnersLLC, a China-backed buyout
fund, from acquiring Lattice Semiconductor Corp for $1.3 billion.

In other instances, Chinahas purchased portions of large semiconductor companies, perhapsto stay under
thethreshold for investigation. Janguang Asset M anagement Co. Ltd. (JAC Capital), for example, bought
NXP'sRF Power businessfor $1.8 billion.17 The sources of Chineseinvestment are opaque. Unigroup, a
commercial entity spun off from TsinghuaUniversity, appearsto receive significant financial support from
the government. The owner of Fujian Grand Chip Investment Fund, for example, isaprivate
businessperson, Liu Zhendong. But Sino IC Leasing, asubsidiary of theNational IC Fund, offered to
providealoan of 500 million to makethe Aixtron deal possible. M oreover, in the monthsbefore Aixtron
sought new investors, its share pricetumbled after Fujian-based San’an Optoelectronics cancelled alarge
order of machinesin late 2015. A report from the M ercator Institute of China Studies suggestsaclose
relations between San’an, Fujian Grand Chip, and the National IC Fund. The parent company of San’an




Optoelectronics, the San’an group, owns shares in Sino IC Leasing.18 This lack of transparency makes it
difficult to differentiate between economic and strategic motivations for a purchase.

In the face of this growing scrutiny, Chinese entities appear to be pursuing other means of acquiring
technology in order to circumvent oversight. Accordingto a 2017 report from the Defense Innovation Unit
Experimental, China is participating in an increasing number of venture deals, about 10 percent of all
venture deals in 2015 up from a5 percent average participation rate during 2010-2016. Beijing is especially
active in the areas of artificial intelligence, autonomous vehicles, augmented/virtual reality, robotics, and
blockchain technology.

Baidu, for example, is partnering with Comet Labs, a San Francisco-based fund specializing in machine
intelligence. In August 2016, Baidu and Ford jointly invested $150 million in Velodyne, a maker of LIDAR
sensors, which are an important component of self-driving car technology. The company began developing
sensors for driverless cars after participating in a DARPA competition in 2005 and has since sold its
technology to the Navy for unmanned surface vehicles.1® In April 2016, state-backed Haiyin Capital made a
minority investment in Neurala, which is developing Al technology that can automate self-driving cars,
robots, and drones.2% According to the New York Times Neurala's CEO had been in talkswith the U.S. Air
Force about apartnership, but grew frustrated by the slow pace at which talks progressed. A report from
Defense Group Inc. stated that Huiyin’sinvestment in Neurala createsuncertainty over China’'saccessto
the company’s source code and whether Neurala’'stechnology issecurefor U.S. end-users. 21

Cyber and industrial espionage

Chinaalso acquiresforeign technology through cyber and industrial espionage. D uringthisdecade, Google,
Nasdaq, DuPont, Johnson & Johnson, General Electric, RSA, and at least adozen others have had
proprietary information stolen by Chinese-based hackers. A 2013 private commission, chaired by Dennis
Blair, former director of national intelligence, and Jon Huntsman, former ambassador to China, argued that
theannual “lossesarelikely to be comparableto the current annual level of U.S. exportsto Asia—$300
billion.” Cybersecurity companiesnoted asignificant declinein Chinese activity after the 2015 agreement
between President Obamaand President Xi, in which both sides agreed not to hack each other'sprivate
companiesfor commercial gain. Recent reporting suggests, however, that Chinais pushing the envelope,
going after technologiesthat are dual-use, and so might not be covered by the agreement, aswell assome
civil society groups.

In the physical world, Chinese nationals have been charged in the theft of radiation-hardened microchips,
precision navigation devices, the processesfor high-volume manufacturing of chipsused to light and
electrify flat-screen TVsand smartphones, and other technologies. In addition, according to arecent report
for the U.S.-ChinaEconomic and Security Review Commission, thetheft of American technology isoften
conducted through China’s science and technology institutesand industrial enterprises. 22 The“key
modality isno longer the spy,” according to Jm Richberg, former deputy national counterintelligence
executive, “but the businessman, student, or academic.” 23

National security implications

Science and technology diffusion hasand will continueto improve Chinese military capabilities. Shifting
research centersto Chinaand developing collaborative businessrelationswith Chinese companiesinvolves
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American institutionsin the diffusion process, inadvertently speeding Beijing’s military modernization. In
China, the shipping and telecommunications sectors have made steady improvements in R&D and
production through their engagement with the international economy and these technological capacities
have been converted into new military capabilities.2 The 2011 report from the U.S.-China Economic and
Security Review Commission argues that U.S. aerospace companies may have unknowingly assisted
Chinese military modernization.

The newest wave of Chinese investment in sensitive technologies such as robotics, Al, and sensors is a
further threat to the U.S. technological edge. Some of these technologies will inevitably end up in the hands
of enterprises and universities with tight links to the PLA. Moreover, Chinese investment in high-tech firms
could prevent U.S. government or military investment and cooperation with those same companies.25

In addition, Chinese leaders are intent on building a system that allows the military to take advantages of
gains in the civilian economy. Civil-military fusion [Z [t junmin ronghd isapillar of Chinese military
modernization and an effort to bolster the country’sinnovation system for advanced dual-use technologies
inindustrieslike aviation, aerospace, and information technology. Introduced by former President Hu Jntao
in 2009, the effort to bridge the gap between thecivilian industrial base and the military hasintensified
under President Xi Jnping. Within hisfirst year in office, the Central Committee voted to elevate civil-
military fusion to anational strategy, and in January 2017 Xi created the Central Commission for Integrated
Military and Civilian D evelopment, anew high-level decision making and coordination body for civil-
military fusion efforts.26

Civil-military fusion playsaprominent rolein both “Madein China2025” and the “Next-Generation
Artificial Intelligence D evelopment Plan.” Emerging technology like Al, drones, robotics, and big dataare
already blurring the line between technology intended for military and commercial purposes; China’s
strategy has been to treat military and commercial technological developmentsastwo-sides of the same
coin. For example, prominent Al researcherslike Le Deyi, who isthe head of the China Association for
Artificial Intelligence, participatein research with commercial enterprisesand hold rank in the People’'s
Liberation Army.

Policy challenges

Any attempt to prevent technology flowing to Chinaand improving military capabilitiesis complicated by
at least threefactors. First, asnoted above, innovation isincreasingly global, and there are few technologies
that the U.S. monopolizes. Even in artificial intelligence, which seemsto be shaping up asatwo-way race
between the United Statesand China, there are clusters of excellencein the UK, Canada, and Israel. Any U.S
policy will haveto be sensitiveto thefact that there are other sources of technology.

Second, the border between “American” and “Chinese” science and technology isno longer assharp as
international R& D networksand business collaborations expand. China-based scholars, for example,
chooseto coauthor with U.S. colleagues more frequently with those from other countries; nearly 40 percent
of China'sscience and engineering publicationsin international journalshad U.S.-based coauthors. The
information technology sector isparticularly interconnected, stretching acrossthe Pacific and involving
Chinese, American, and Taiwanese entrepreneurs, designers, managers, and technicians. Research and
development in Al islikely to replicate thispattern. A number of high profileresearcherslike Andrew Ng
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have moved from U.S. universitiesand companiesto Chinesefirmsand then back again. Asaresult of this
interconnection, policies designed to prevent the flow of technology or people could have a negative impact
on U.S. capabilities.

Finally, the list of purely military technologies that the United States can control has become very narrow.
Most of the technologies underlying the Al and robotics revolutions will be dual use. There is, for example,
likely very little to distinguish the technology in a self-driving car and a self-driving tank.

Policy recommendations
Given these challenges, three principles should guide U.S. policy making.

First, CFIUS reform should be small part of the U.S. responseto Chinese technology development and
acquisition. Trade effortsto combat techno-nationalism and remove coercive policiesto transfer technology
areespecially important toolsto prevent the uncontrolled diffusion of technology and knowledge to Beijing.
A great deal of technology transfer happensunder thethreshold of CFIUS (or export controls) but under
pressurefrom andin return for market accessto China.

In addition, some of theworry about China'srise asascience and technology power iscompounded by a
fear that the United States has been distracted, neglecting science and underfunding basic research. Several
top science postsin the White House remain vacant. The president’s budget request includes significant cuts
of thebudgets of the National Science Foundation, National Institute of Health, and Environmental
Protection Agency, and the new tax law hasanegativeimpact on science, taxing tuition waivers used by
graduate studentsin science, technology, and mathematics.

Second, unilateral action will be of limited use. Chinaisexpanding its science and technology partnerships
with Europe, Israel, Indiaand others. Unless Washington and itsfriendsagreeto asimilar set of
technologiesto control, Beijing will easily elude U.S. policy. Past attemptsto control dual-use technologies
do not provide agreat deal confidence, however, that the United Statesand its partnerscan create an
effectiveframework for the next generation of innovation.

Third, for any reform effort to succeed, CFIUS will require greater capacity. It will need more capacity to
handle new investigationson top of what isalready alarge volume of cases. It will need more capacity to
discern the sources of Chineseinvestment—who isbehind an investment and if the motivation iseconomic,
strategic, or some combination. It will also need new mechanismsto tap into academic and commercial
expertiseto better understand the development trajectories of frontier technologies and what their
relationship to military capacity may be.
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